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"Security is a People Problem." Technology is just the tool; culture is the strategy.



Today’s Outline

§ Designing the Security Organization

§ Security Culture

§ Insider Threats

§ Hiring and Retention

§ Outsourcing Strategy

§ Certification Roadmaps

§ Networking and Community

§ Ethics in Cybersecurity

§ Future Trends
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Designing the Security Organization

§ Reporting Lines:

o CISO -> CIO: Traditional. 

Risk: "Speed" (CIO) conflicts with "Safety" (CISO).

o CISO -> CEO/CRO: Modern. 

Ensures independent risk oversight.

§ Functional Teams:

o GRC: Policy, Compliance, Risk.

o SecOps (SOC): Monitoring, Incident Response.

o Product Security: AppSec, DevSecOps.

o Identity: IAM, Access Control.

CMKL University SEC-202: Secure Start-Up 3



The "Skills Gap" Myth 

§ The Paradox: 3 million unfilled jobs, yet juniors can't get hired.

§ The Problem:

o Job Descriptions asking for "Entry Level" with "CISSP + 5 years experience."

o Over-reliance on degrees vs. practical skills.

§ The Solution: Hire for aptitude and curiosity, then train the technical skills.
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Security Culture

§ The "Department of No":

o If Security always says "No," employees will find a 

workaround (Shadow IT).

§ The Goal: "Yes, but..." (The "Department of How").

§ Building Culture:

o Reward people for reporting phishing (don't just punish them 

for clicking).

o Make security easy (UX matters).
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Security Culture
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Insider Threats

§ Types:

1. Malicious Insider: A disgruntled employee stealing IP before quitting.

2. Accidental Insider: The "Click-Happy" employee (90% of cases).

3. Compromised Insider: An employee whose credentials were stolen.

§ Controls:

o DLP (Data Loss Prevention): Detecting large file uploads to personal USBs/Cloud.

o Exit Procedures: Revoking access immediately upon termination.
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Insider Threats

CMKL University SEC-202: Secure Start-Up 8



Hiring and Retention

§ Burnout:

o Security is a high-stress, 24/7 job.

o Average CISO tenure is only 18-24 months.

§ Retention Strategies:

o Rotation Programs: Let a SOC analyst try Engineering for 3 months.

o Training Budget: Pay for their certifications (SANS, OSCP).

o Blameless Culture: Psychological safety is crucial.
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Outsourcing Strategy

§ MSSP (Managed Security Service 

Provider):

o Outsourcing the "Eyes on Glass" (24/7 

Monitoring).

§ vCISO (Virtual CISO):

o Hiring a fractional executive for strategy 

(Great for startups).

§ Pros: Lower cost, 24/7 coverage.

§ Cons: Lack of business context (They don't 

know your specific risks).
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Certifications Roadmap 

§ Entry Level:

o Security+ (CompTIA): The 

baseline.

o Network+: You can't secure a 

network if you don't know how it 

works.
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§ Management:

o CISSP: The "Gold Standard" for 

HR filters.

o CISM: Focused on 

management/strategy.

§ Technical:

o OSCP: Hands-on hacking (Red 

Team).

o GCIH/GCFA (SANS): Incident 

Response (Blue Team).



Networking and Community

§ Conferences:

o DEF CON / Black Hat: The big "Hacker Summer Camp" in 

Vegas.

o BSides: Local, community-driven, affordable.

o RSA: Vendor-heavy, sales-focused.

§ Community:

o Twitter/X (Infosec Twitter) and LinkedIn are where the 

industry talks.

o CTFs (Capture The Flag): Competitions to build skills.
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Ethics in Cybersecurity 

§ The Hat Spectrum:

o White Hat: Ethical, authorized testing.

o Black Hat: Criminal, malicious intent.

o Grey Hat: "Scanning without permission," but good intent. (Still 

illegal).

§ Responsible Disclosure:

o The process of privately reporting a vulnerability to a vendor so 

they can fix it before the public knows.

§ CFAA: The Computer Fraud and Abuse Act. (Don't scan what 

you don't own!).
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Future Trends

§ AI & Automation:

o Attackers using AI to 

write better phishing 

emails.

o Defenders using AI 

to triage alerts 

faster.
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§ Post-Quantum Cryptography:

o Preparing for the day quantum computers break RSA encryption.

§ Privacy Engineering:

o "Privacy by Design" becoming a standard engineering 

requirement.



Competency Wrap-Up

§ Session 1: Strategy (Pareto Principle).

§ Session 2: Identity Security (Zero Trust).

§ Session 3: Infrastructure Security (Visibility).

§ Session 4: Governance, Risk, and Compliance (Translation).

§ Session 5: Appicalition Security (Shift Left).

§ Session 6: Incident Response (Resilience).

§ Session 7: People (Culture).
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Summary and Key Takeaways

§ Security is a Journey: You are never "done."

§ Business Enabler: Your job is to help the company sell safely, not to stop the company from selling.

§ Stay Curious: The technology changes every year; the mindset remains the same.
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End of the Lecture

Please do not hesitate to ask any questions to free your curiosity,

If you have any further questions after the class, please contact me via email (charnon@cmkl.ac.th).
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